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Anyone who has walked round town
centres or been on public transport will
have had the slightly surreal experience
of seeing posters and billboards
still advertising events and theatre
performances that have been cancelled
or postponed. They represent a
different time; a time before COVID-19.
But the rest of our lives have changed
so much in these last few months and
this is certainly true for us managing
claims across the insurance sector.
At Sedgwick, we were fortunate
that the lockdown came following
a sustained period of significant
investment in technology. Indeed,
more than 75% of our colleagues were
already equipped to work from home
before COVID-19 arrived, so we were in
the enviable position of being able to
move all 2,000 colleagues to work from
home within just 5 days.
But it’s not all about being technology
enabled. The safety of our colleagues
and customers was paramount and
we therefore quickly established new
claims protocols to address this. We
limited our in-person visits to major
losses or specific claims with vulnerable
customers where a remote visit wasn’t
appropriate. In all other circumstances

we used existing, tried and tested
digital tools for other claims.
At Sedgwick, we were already on this
path of increased use of technology for
appropriate claims and the pandemic
has simply accelerated this. And the
COVID-19 pandemic has undoubtedly
given the industry the opportunity to
review their operating models and we
are likely to see some fundamental
changes in the months ahead. In the
meantime, we are supporting a phased
return to the offices for those who need
or want to be there and then looking
at how we incorporate flexible working
into our normal working week.
Our priorities haven’t altered but we’ve
all embraced change more quickly
than we would have expected with
the increase in digital adoption for
customers and colleagues, all of which
is a positive thing.
I hope you enjoy this edition of
Sedgwick News and happy summer
holidays (at home or away!).

Paul White, Chief Executive Officer,
Sedgwick International UK

Amongst this turmoil has been the
accelerated adoption of digital technology.
Whilst this technology existed and was
being used before the pandemic, it was
more by exception rather than the norm.
The COVID-19 lockdown suddenly changed
the landscape and instantly removed a few
key barriers that had previously prevented
the wider adoption of digital within the
claims’ arena. Firstly, from a customer
perspective, a virtual visit became the
preferred approach due to health concerns
and speed, and secondly insurers were
more willing to accept the perceived risks
associated with a virtual visit compared to
a physical visit.
Remote site inspections using video
technology has been widely used during
the pandemic as it was often the only way
to keep claims moving and supporting
customers. And this somewhat forced
accelerated adoption of digital has clearly
demonstrated benefits for customers,
insurers and claims handlers alike.

Delivering flexibility
Video technology allows the claims handler
to talk to the customer while live-streaming
images of the damage. This is usually

enough to enable the claims expert to
assess the claim accurately. They can also
take photographs and video footage, as well
as measurements via the phone, which are
all recorded securely for future reference
and/or audit. The benefits of being able
to carry out a remote ‘site visit’, within a
few hours rather than waiting days for a
physical visit, are obvious.
This technology works well in complex
commercial cases too, even when multiple
site visits are needed. The first visit
probably needs be on-site, but future visits
and meetings, where we review additional
damage, the progress of repairs or simply
to discuss progress of the claim, can be
done remotely. Often in commercial claims,
multiple parties are involved, which can
result in significant travel for many. Moving
these meetings online, which we’re all now
used to, is more time-efficient and equally
as effective – with the added benefit that
they can be recorded.
Remote site inspections and meetings deliver
far more flexibility in claims handling and
service delivery – outside of traditional 9-5
working hours. With geographic availability
of resource also less of an issue, the time
taken to investigate claims is reduced.

Self-service claims support
The COVID-19 crisis has made people more
comfortable with accessing services online,
and this will accelerate the customer’s use
of web-enabled self-service for insurance
claims. Fully automated claims journeys
will become increasingly common, as
customers notify straightforward losses
online and decision-making technology will
either conclude the claim, or route it to the
appropriate resource.
The evidence over the lockdown period
suggests that customers are increasingly
more comfortable using online portals as
well as incorporating instant messaging and
instant chat facilities to communicate rather
than the traditional email route. Recent
events are likely to be a catalyst in the
industry further investing in these solutions.
The impact of COVID-19 is not yet fully
understood, and while it was predictable
that a pandemic would happen at some
point, the timing and precise consequences
are the big unknowns. However, we expect
that the shift to using digital technology to
manage some claims is here to stay – it’s
the best way to support customers when
they need the help of their insurers.
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Understanding the changing impact
of COVID-19 on customer behaviour
The COVID-19 pandemic has changed the way we work, engage, and consume products and services.
It’s re-written the rule book and changed societal behaviours as we know it. And it’s important
that we recognise these changes and react accordingly. Colin Kelsall, part of Sedgwick’s business
improvement and analytics team, explains why.
The shockwave
As human beings, we feel more
comfortable when we know what’s what.
Few things in life are certain, but at least
most things used to be pretty familiar and
largely predictable.
COVID-19 changed all that – lockdown,
rules, more rules, relaxation of rules,
localised re-lockdown and potential
confusion. The impact on all of us has been
significant. We don’t know when this will
be over or when ‘normality’ will be restored
– but we carry on.

What’s really going on?
COVID-19 and lockdown brought great
uncertainty about almost everything. At
one point, we weren’t even certain where
the next toilet roll would come from! Dayto-day norms, like shopping for essentials
or the etiquette of passing someone on the
pavement, became uncertain and strange.
Another interesting force at play is
solidarity – brought about by the common
issues triggered by COVID-19. To a large
extent we’re all ‘in the same boat’, having
to make adjustments and deal with
the situation as best we can. Solidarity
promotes unity, mutual understanding and
greater tolerance of one another.
As service providers, we endeavour to
design and tailor our services to meet
customer needs. We listen and learn from
the voice of the customer to improve
our processes and service delivery. Prepandemic we knew, almost instinctively,
what delights or frustrates a customer on
their journey through a claim. COVID-19
has disrupted everything and everyone.
Can we be proactive in understanding the
4

impact on our customers’ mindset now,
and as the situation continues to evolve?

Voice of the customer
At Sedgwick, our listening to and
understanding of the voice of the
customer is enhanced by two key partners:
Watermelon Research and The Hunting
Dynasty.
Watermelon Research has established a
Coronavirus Confidence Tracker, involving
extensive consumer research across the
UK. In the earlier stages of lockdown the
tracker identified that many people’s
primary concerns related to the ‘here
and now’ – such as the availability of
food in the supermarket, school closures,
homeschooling, adapting to working
from home, general concerns about
employment, the wellbeing of friends
and family, and so on. More recently
their research has noted that people
are beginning to ‘lift their eyes to the
horizon’ – as we become more familiar and
accustomed to the current situation – we’re
now thinking about things in the coming
months rather than today and tomorrow.
A further important point from the
Coronavirus Confidence Tracker is the
significant increase noted in the importance
consumers are now placing on the ‘integrity’
of a service provider. Within a grouping of
five principles of outstanding customer
experience (personalisation; effort; integrity;
empathy; resolution), integrity has increased
in importance from 15% to 30% from prelockdown to mid-June.

Behavioural science
When we factor in behavioural science, The
Hunting Dynasty help us understand the

psychological rationale for these changes
in customer behaviour and how it may
develop in the coming weeks and months.
When everything seems ambiguous, we
like anything reliable and trustworthy.
We therefore place more value and
appreciation in those demonstrating
integrity – openness, honesty and strong
moral principles.
Each of us has a limit on how many things
we can worry about at the same time.
For many customers, worrying about an
insurance claim sank to the bottom of
the list, while other, more pressing and
immediate concerns took precedence.
The insurance claim became something
more certain – “I know it will be dealt
with…” and could therefore be mentally
parked, while other more pressing issues
needed attention. We believe this is one
of the reasons that many of us in the
claims industry experienced a reduction in
complaints at this time.
As lockdown commenced, the progress
made on claims involving building
repairs either slowed down or even
stopped. Customers were tolerant and
understanding, but were also assured that
things would be dealt with as soon as it
became possible – “I know it will be dealt
with…”
As we become accustomed to any
situation, our confidence grows,
uncertainty and ambiguity is reduced.
Social distancing and wearing masks is
more the norm. The NHS fought hard and
came through, lockdown rules are being
lifted, and the pandemic appears to be
losing momentum, for now at least.

Our list of worries is now reduced, and so that
insurance claim has become more important – and
in turn will attract more of our customer’s attention.
Behavioural science teaches us to consider the
mental model – from which expectations flow –
that customers create of the service they’ll receive.
It’s our job to help build that mental model for
the customer. If we don’t, the customer has no
option but to create the model themselves, which
is unlikely to align with actual service delivery, and
then – Houston, we have a problem.

Time to get ahead of the curve
Can we forecast with reasonable confidence,
the general cognitive response to the ongoing
COVID-19 related changes in our society and
subsequent impact on customer behaviour?
Every day, we edge closer to ‘back to normal’ –
uncertainty and ambiguity is being eroded, allowing
our attention to move on to other matters.
Solidarity around COVID-19 is perhaps not as strong
as it was previously. It’s still there, but more in the
context of getting on with things, which is what
customers will expect of our services.
Seemingly, customers have increased cognitive
capacity to direct toward their insurance claim.
We therefore need to be proactive in managing
the mental model and do so with great integrity as
we’re still a long way from the comfort and certainty
of a normal world. Each customer will have different
fears, concerns and circumstances, which we need
to appreciate and accommodate.
Builders can now get back to work, right? Surely it’s
just a matter of ‘cracking on with the job’, isn’t it?
Well, on the face of if perhaps but, in reality, it’s not
quite that simple.
We must work with our customers to re-establish
the mental model – remove uncertainty and
ambiguity around our service provision to them
– be honest about our challenges and capabilities –
address their concerns with sincerity.
We need to be willing, able and prepared to meet
the increased level of inherent variation in customer
need, which exists now more than ever.
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Wildfires

why they’re back on the agenda
Research carried out by international universities
and meteorological services, found that the
prolonged heatwave in Siberia – from January to
June 2020 – wouldn’t have happened without the
influence of human-caused climate change.
Climate change is impacting every region in the world,
but the Arctic is particularly affected, where it’s believed
to be warming twice as fast as the global average. The
rise in temperature also has serious ramifications for our
weather here in the UK.

How certain
is the future?

Reducing our
environmental
footprint
All businesses have a responsibility to operate more sustainably
before the impact of climate change becomes irreversible.
We started putting extra emphasis on our environmental credentials
a few years ago, and in 2019 we delivered these results. The impact
of COVID-19 has had a positive impact on the environment and we’re
hoping to be able to continue with this trend as the year progresses.

The Arctic drives four out of six weather systems that
affect the UK, so any significant changes can bring
dramatic weather patterns – such as the ‘Beast from
the East’ in 2018 and the record temperatures we
experienced in April and May this year.

Our resilience service recycled

2,134 tonnes of site waste

and saved 9,204 TCO2e, the equivalent of driving

around the world 917 times

June wildfires
One significant effect of the changing climate in the
Arctic is the increased occurrence of wildfires in the UK.
In June – due to the continued dry conditions, coupled
with the mini heatwave – UK governing bodies issued
many warnings of the high risk of wildfires.
All forest owners, as well as the Forestry Commissions
in England, Scotland and Wales, were on high alert and
warned members of the general public, that they had to
vigilant when visiting the countryside. Unfortunately,
earlier this summer, we’ve already seen some significant
forest fires, with reports that 20 acres of woodland were
destroyed in Pembrey Country Park.
National Geographic has recently published an article
confirming that British wildfires are becoming more
frequent. It cites the Saddleworth Moor Fire in 2018, and
the Moray wildfire in Scotland last year, which raged for
over a fortnight and destroyed an area of 25 square miles,
as examples.
As the impact of climate change continues, we need to
prepare ourselves for the fact that wildfires are likely to
become more commonplace across the UK.

Check insurance schedules
Small and large plantations owners should check their
insurance schedule, to make sure they have correct cover
in place for any woodland risks – as well as appropriate
cover for fire extinguishment costs, which are charged
back to the landowners by the local authorities.

We printed 1.44m
fewer pages than in 2017
Electricity use per colleague

fell by 20%

the equivalent of using 18 fewer trees

increasing by 26% since 2017

We reduced the amount we print
saving a total of 2.4 TCO2e
the equivalent of charging

306,077
mobile
phones

We saved the
equivalent of

446,345

litres of petrol

by promoting home-working

We used WebEx,
instead of travelling
to meetings, which

saved 388 TCO2e

The evidence certainly suggests it’s a
growing issue. The UK Food Standards
Agency (FSA) issued 95 food and allergy
alerts in the first six months of 2019, and in
2018, they reported that supermarket recalls
were up by 44% compared to five years prior.
And in 2018, Safety Gate – a mechanism that
enables 31 countries across Europe to inform
each other of products with safety problems
– saw a 34% increase in notifications
compared to 2008, with toys and vehicles
having the highest number of safety
notices, and both categories reporting
significant increases over the last ten years.

Where did it start?

despite colleague numbers

the equivalent of 165,249 litres of petrol
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a 25% reduction

Product quality is essential to business survival,
and yet these days, it seems recalls are rarely out of
the media. Mistakes happen and processes fail, but it’s
often with disastrous consequences to the business and
the brand. What does the future have in store for us?

Hybrid & electric cars
now account for

15%

of our fleet
compared to 1% in 2019

Travelling by
train saved
54 TCO2e
Equivalent to burning

26.7 tonnes of coal
Our contractors

recycled
2,134 tonnes

A large proportion of recalls involve food
and beverages, but its origins are in the
automobile industry – in particular, the Ford
Pinto car manufactured between 1971–1980.
There was controversy surrounding the
Pinto’s fuel tank design and safety, resulting
in Ford issuing a recall for 1.5 million vehicles.

Lack of regulation
One of the issues we face is the lack of
regulation. Over 40 years later, there’s still
a lack of structure around product recalls.
Declaring a recall remains a voluntary
action for the manufacturer or producer,
and so the data that’s centrally collected
only gives an indication of the scale of the
problem.

Repeat offenders
If we look at trends in recall events
– or ‘repeat offenders’ –then it’s
allergen related recalls, foreign body
contaminations and bacterial pathogen
contaminations that are relatively

common within the food and beverage
industry. And the frustrating thing is that
many of these recalls are due to simple
failures, such as poor housekeeping or
inadequate quality control.
Allergen related recalls are almost always
due to cross-contamination, using incorrect
packaging or labelling errors. In just the first
two months of 2019, there were 26 allergen
alerts issued by the UK Food Standards
Agency. Of those, at least five were due to
using incorrect packaging. In the US, in the
same period, there were seven Food and
Drug Administration (FDA) enforcement
notices for products that were packed in
the wrong packaging or had errors on the
label – plus a further 53 products that were
recalled due to either cross-contamination
of allergens or an error on the packaging.

The Brexit effect
And things could get worse following Brexit.
According to Which? Magazine ‘dangerous
cars, electrical goods and toys could
flood into the UK after Brexit unless the
government urgently reforms the current
‘failing’ safety enforcement system.’
When the UK leaves the European Union,
we must be ‘recall ready’. We need to be
prepared to deal with customs issues and
other difficulties in getting goods across
borders in international recall events.
“With more products than ever before being
declared unsafe, it’s clear that an already
failing consumer enforcement system needs
a major shake-up to ensure that people aren’t
left at risk from dangerous products

in their homes,” said Caroline Normand, the
Which? director of advocacy.
“If it is to make people’s safety the number
one priority, the government must
secure access to the European alert and
information sharing systems after Brexit, as
well as introduce major domestic reforms
to ensure consumers are properly protected
from unsafe products.”

Global representation
Post Brexit – will it change the way that
global product recall risks are managed?
Every indication is that product recalls will
continue to increase, so, undoubtedly, it’s
going to be more important than ever to
have local representation – particularly
across Europe – so that any recall
programme can be co-ordinated on the
ground, when and wherever required.

COVID-19
Perhaps it was inevitable that
contamination would be discovered within
a major food production facility. Without
doubt, all reasonable measures are being
taken to prevent this, but the unseen
enemy we’re dealing with is resilient and
adaptable. With still so much uncertainty
around the virus’s ability to survive on
surfaces and the ease with which it’s spread
– what it will mean for the food chain
remains unclear.
What is certain is that we will constantly
face emerging risks that create new
challenges – not only for those within our
industry – but also for society itself.

of buildings materials
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CAT planning
in a pandemic
The National Oceanic and Atmospheric Administration recently
released its forecast for the 2020 Atlantic hurricane season,
predicting an above-normal season with the likelihood of
between three and six major hurricanes (category 3 or higher).
During Hurricane Dorian, Sedgwick
dealt with several thousand claims,
split over the four main Bahamian
islands affected – Grand Bahama,
Great Abaco, New Providence and
Eleuthera.
We are delighted that our team of
25 adjusters and support colleagues
have been nominated at both the
British Insurance Awards and the
Claims Excellence awards for their
efforts, recognising the levels of
professionalism, compassion and
commitment that they’ve shown,
not to mention the their sacrificing
time with family and friends to
support customers who were trying
to rebuild their lives. And that was
in ‘normal’ times.

The impact of COVID-19
Without question, COVID-19
pandemic has created further
complexity in our CAT planning –
but, of course, it remains a priority.
We’re aware of the responsibilities
we have to our clients and their
policyholders, whatever the
challenges.
We’re suggesting that clients
highlight to their customers the
added complications related to
COVID-19 during this hurricane
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season – recommending actions
that should be taken in advance:

Considerations for the future
of claims

∙ Write down important contact
information, rather than relying
on electronic records.
Include local emergency numbers,
as well as phone numbers and/
or addresses of friends and family
you’ll need to check on – due to
hurricane season and COVID-19 –
especially those at risk of severe
complications if they contract
COVID-19

Some of the most talked-about
tools we’re using right now relate
to remote field adjusting. This
technology helps capture photos
and some scope of the loss, without
needing a loss adjuster to physically
visit the site. Because it allows for
work to continue, while still adhering
to social distancing orders, use of
remote field adjusting has increased
during the pandemic, across the
world. In future, Sedgwick will make
extensive use of this technology
in the Caribbean, where mobile
connectivity allows.

∙ Organise your essential supplies.
Last year’s checklist may not have
all the materials deemed essential
in light of COVID-19 – items like
alcohol-based hand sanitizers and
face masks should now be included
∙ Stock up on stay-at-home
supplies.
If you’re instructed to stay put
during or after a storm, you will
need a cache of essential supplies
like non-perishable food and
toiletries
∙ Turn on your mobile emergency
alerts.
For weather warning alerts, as
well as COVID-19 updates, ahead
of a natural disaster and plan
accordingly

Like so many things that have become
complicated in the past few months,
this storm season has the potential
to be more problematic and stressful
than ever before. There is, however,
an upside. COVID-19 has changed
the way so many of us operate, but
it’s also given us an opportunity to
be innovative and resourceful, and
use our skills and experience to get
the best results in every situation.
COVID-19 is undoubtedly going to
change the way we deal with natural
disasters moving forward, but one
thing remains the same – preparation
is of utmost importance.
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Sedgwick’s building cost review:
Q2 2020 and the impact of COVID-19
Each quarter, Sedgwick's repair solutions quantity surveying team reviews the building and construction industry
market to gain an understanding of the primary drivers of cost, and make sure that our rates remain competitive.
This quarterly report provides an overview
of the current situation and looks at the
issues that could potentially impact on
insurers’ building repairs costs over the
months ahead. Since our previous report,
the COVID-19 pandemic has caused
unprecedented disruption and pressure
on the construction industry – it’s now
adapting to new ways of working and the
future remains very uncertain.

The headlines from the recent review,
which has just been issued, are:
∙ Q1 2020 data shows a 1.6% fall in costs,
which includes some seasonal variances.
It should also be noted that this relates
to a period almost entirely pre-lockdown.
∙ The COVID-19 pandemic has caused a
sudden and dramatic recession – for
many building firms, activity ceased for
several weeks
∙ Large numbers of operatives had
been placed on furlough, through the
Government Coronavirus Job Retention
Scheme
∙ Material shortages, PPE and cleaning
requirements, together with losses of
productive time, are leading to cost
increases following resumption of work
∙ 2020 – we forecast inflation in the
insurance repair sector to be c.5-6%
In Q1, we were considering factors that
could affect construction costs in 2020.
Two significant issues were highlighted –
Brexit and skilled operative shortages. They
haven’t gone away.
Following the UK’s departure from the
EU, a period of uncertainty has begun –
supply chains are affected and adjusted by

trade deals. 64% of construction materials
are imported, raising the possibility of
increased costs through tariffs or repricing by manufacturers. The Office for
National Statistics advised that 40% of
the construction workforce in London are
non-UK nationals and before the pandemic,
concerns were already being raised about
the loss of skills that could arise through
border regulations. Coupled with that, the
UK faces the need to replace an ageing and
skilled workforce, following many years of
underinvestment in training. We anticipated
that cost inflation from these two issues is
likely to be around 2%.
The COVID-19 pandemic has
caused a sudden and dramatic

recession

1.5 million had been placed on

furlough

Material shortages, PPE and
cleaning requirements leading
to

cost increases

Repair costs

COVID-19 effect
The COVID-19 pandemic obviously wasn’t
anticipated, and the construction industry
has been badly disrupted. Following
the closing or restricting of work, 1.5m
tradesmen were placed on furlough, as
sites were forced to shut and the industry
entered a rapid recession. Many builders

For the full report please contact peter.wassell@uk.sedgwick.com
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expected to increase by %
for work restarted post lockdown

merchants closed multiple depots around
the country, some construction schemes
were cancelled, and it’s reported that many
building firms have entered administration.
The Construction Industry Trading Board
(CITB) has reduced its levy on contractors
to ease the financial burden. In addition to
funding the furlough costs, the Government
has announced its policy of Build, Build,
Build – to stimulate the economy. This
involves amending and simplifying the
planning system and encouraging house
building.
Economists have provided alternate
views on a V (quick bounce back) or U
(slow return) recessions in construction,
considering that investment for future
projects either remains available or is
withdrawn. Insurance repair, however, isn’t
subject to all these recession pressures –
insurers continue to intend to reimburse
repair costs, thereby maintaining demand
for capacity in the sector. A contractor who
allocates all or a large proportion of their
resource to working in the insurance repair
market is then probably better placed to
survive a construction industry downturn.
It is clear though that new cost pressures
on insurance repair contractors are already
taking effect. Firstly, material cost increases
are slowly being noted, and we expect
merchants to introduce COVID-19 related
cost increases in the next few weeks. The
immediate problem is a shortage of general
building materials as stocks have been
depleted, but there are also less obvious
additional costs as builders are spending
an inordinate amount of time trying to
find the materials to complete insurance
repairs, which in turn is also delaying the
completion of some projects.

The evolution
of ransomware
Our Sedgwick team has a tremendous amount of
experience in dealing with and resolving ransomware
related issues, without the need to pay ransoms –
until recently. Many companies have wised up to the
business-stopping events caused by ransomware.
To avoid the potential for any complete loss of data,
they’ve increasingly moved to off-network backups.
And so cybercriminals have had to change tack.
Reputational damage
Sedgwick’s cyber teams around the
globe have begun to notice that criminal
developers of malware – such as Maze
and REvil – have taken to exfiltrating large
volumes of data from the target, before
executing the malware, which then locks
up the business IT estate. The attack
mechanism is the same – they breach the
target network, increase their footprint and
execute ransomware at the most critical
time, to maximise the impact of their
malware.
If the target chooses not to pay, and
reinstates their data from off-network
backups, the criminals threaten to publish
the exfiltrated data, and cause as much
reputational damage as possible. This gives
the criminals a “second bite at the cherry”.
The change in this criminal attack
mechanism is most likely driven by
industry-wide improvements in off-network
backup regimes, which is resulting in lower
numbers of successful pay-outs.

Maze
The first victim of Maze was Allied
Universal. They suffered a theft of 700
MB of stolen data, which was published
following their refusal to pay the ransom
demand.

Maze is a variant of ChaCha, which can be
distributed through websites, weaponised
attachments (Word and Excel files). The
network can also be breached allowing
the injection of Maze malware via remote
desktop protocol (RDP) or following
successful brute force attacks.

REvil
The criminal developers behind REvil
ransomware use a similar model to Maze. In
both attacks the criminals encrypt network
data and also threaten to publish the nonpayers data, in an attempt to embarrass and
damage business reputation.
Auction pages, available on dark web sites,
sell key business information by setting
a minimum deposit in virtual currency,
with a starting and a blitz (buy it now)
price. There’s also a timer, to add pressure
to negotiations. It’s sobering to see your
business-critical information, open to bids
in a live internet auction.
The target business is then coerced into
paying the published ransom, even if the
data has been securely backed up. This new
approach allows criminals to extort their
targets twice – demanding one ransom
payment for the private decryption key,
and a second ransom in return for nonpublication of key business data.

Defending against new ransomware
strains
As always, the best primary protection
method is to have a good, verified,
off-network backup. This can be used
to reinstate the network and system
architecture, should the business fall victim
to a ransomware attack. Armed with good
backup data, a business can be rebuilt in
weeks rather than months.
It’s also well worth implementing as many
of the following added security measures
as you can:
∙ Create off-network backups that are
disconnected from the live network
∙ Patch antivirus and antimalware
software as soon as updates are issued
– REvil’s key attack is CVE-2019-11510
(VPN)
∙ Disable Remote Desktop Protocol (RDP)
∙ Buy a good quality email filtration
system
∙ Disable macros and block external
content in Microsoft Office
∙ Create rules to disallow the running of
executable files in Windows from local
user profile folders
∙ Install data encryption systems used in
conjunction with a hardware security
module to prevent data exfiltration
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Awards update

Staying one
step ahead of
the fraudsters

British Insurance Awards nomination success!

Women in Insurance Awards

We were delighted to have
been shortlisted for all five of
the British Insurance Awards
categories that we entered this year. Traditionally we’ve had very
strong representation in the major loss category, but this year we’ve
made the finals for new categories – including Young Achiever of
the Year, and Business Sustainability and CSR Initiative.

Five Sedgwick colleagues have
been nominated for the Women in
Insurance Awards 2020. This is the
second year of the awards, and we’re
really proud that four Sedgwick
women - Angela Kelly, Bonnie Parker, Jo Suppiah and
Marianne Winstanley - are all contenders for the Claims
Professional of the Year category.

Congratulations to all those who’ve been nominated for these
prestigious awards, and we’re looking forward to the awards
ceremony on 6 October, in central London (COVID-19 permitting!).

The impact of COVID-19 has increased financial
stress for many, and it’s anticipated that the
insurance industry will see a rise in suspect claims
– opportunist and organised – from first-party
policyholders and third-party claimants.

•

Digital Innovation of the Year Award
Sedgwick with Typhoon8 – the flooring app which uses
AI technology to recognise any flooring, sorting through
numerous images it has seen and learned from, to create a
like-for-like replacement cost.

•

Motor claims
∙ Deliberate ‘disposal’ of motor vehicles
being presented as theft

To put this in some context,
following the 2008 recession, the
Association of British Insurers
reported a 17% increase in
detected fraudulent claims, at a
cost of £730m.
We need to be aware of the potential
for this activity, but it’s important to be
proportionate. Most claims are genuine
and valid – and rightfully they should be
settled fairly and quickly.
We’ve captured examples of some types
of claim to be aware of, claims that could
be driven by the opportunity, inclination
and incentive arising from pandemic
restrictions and financial hardship:
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∙ Suspect road traffic accidents that may
have been staged, especially those said
to have taken place during the main
‘lockdown’ period

Home claims
∙ More DIY projects generating fabricated
or staged accidental damage claims
∙ Accidental loss of valuables and personal
belongings
∙ Fires in outbuildings that were full of
contents

Commercial claims
∙ Lack of BI cover driving fabricated claims
for theft of key equipment
∙ Staged, contrived or fabricated damage
claims using perils such as escape of
water and fire

∙ Working from home conditions
– resulting in a range of ‘injuries’
encouraging claims against employers
for ‘back issues’
∙ Increased staged accidents at work or
on a public premises – supermarkets for
example

In a time of financial hardship, insurers
can be seen as a soft target, and
fraudsters might seek to capitalise on
the current, unsettled climate – whether
it’s opportunistic individuals or more
organised activity. We need to be aware
that lockdown is causing financial stress
for many – which for some might be
significant, even devastating.
A crisis can bring out the worst in a small
minority of people, and it’s prudent
to recognise the historic correlation
between economic downturn and
insurance fraud: best practice is to be
aware, watching out for indicators that a
claim could have unsatisfactory features
related to the pandemic.

•

Young Achiever Award

Marianne
Winstanley

Christine
Dearden

Jo Suppiah

Christine Dearden is a very worthy nominee for Young
Insurance Woman of the Year for large firms.

Lauren Glover – Sedgwick

•

Bonnie Parker

Business Sustainability/Corporate Social
Responsibility Initiative of the year Award
Sedgwick – for our environmental achievements as a business
and the way we have reduced our environmental impact
when managing claims.

Liability claims

Angela Kelly

Major Loss Award
Sedgwick with Allianz – for managing the Stirling University flood
Sedgwick International UK – Hurricane Dorian response.

The winners will be announced in November. Good luck
everyone!

Upcoming events
After the disappointing cancellation of
the Airmic conference and exhibition
in June, we’re delighted that we can
now participate in it’s replacement
– Airmic Fest – a three-day virtual
festival. The event is expected to be
the biggest online risk management
event ever in the United Kingdom.
As well as our virtual exhibition
stand, where we’ll be sharing ideas
and insight for risk managers, we’re
also running a webinar on how claims
services are being redesigned to the

needs of the risk manager – using
behavioural science, data insight,
human expertise and technology. Live
demonstrations and case studies will
support the value in thinking beyond
just ‘digital’.
When: 22 September 2020,
14.00 – 15.15pm
The online event will be free to
attend for all Airmic members.
Further details can be found at
airmicfest.com
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For further information about any of the
articles included here please contact
Mark Baird, strategic client director
mark.baird@uk.sedgwick.com

www.sedgwick.com/uk
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